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Key Points:
•Using this framework we map to specific solution areas that VMware is focused on (walk through the •Using this framework we map to specific solution areas that VMware is focused on (walk through the 
layers and functional areas) and that are important in virtualized and cloud environments.
•At first glance some of these areas will be new (vApp Packaging) while others (provisioning, service 
desk) may seem similar to a traditional view of management, but as you double click in these spaces 
you will find that we are focused on functionality that is both critical to and takes advantage of 
managing in a virtualized or cloud environment. In some areas (compliance & security, performance, 
service desk) we will dramatically redefine how management is done. 
•We will be wrapping our solution content, product roadmaps and GTM strategy around this 
framework.

VMware Infrastructure and Operations Management solutions enable IT to create a zero-touch, 
compliant infrastructure.  Native management is designed-in to the virtualized and public, private, and 
hybrid cloud infrastructure to help deliver self-service through policy-driven control.

VMware Application Management solutions enable IT to quickly, accurately, and confidently transition 
applications to virtualization and the cloud, mapping dependencies, assuring application portability & 
performance, and establishing service contracts with the infrastructure. 

VMware End-User Computing Management allows IT teams to provision & deploy desktops rapidly, 
manage workstation images simply, and deliver virtualized applications to desktop.

VMware IT Business Management solutions allow IT and service providers to confidently deliver new 
levels of self-service while ensuring these new services are automatically governed with appropriate 
business and process-level controls. Self-service without business governance can lead to sprawl, 
cost, licensing, chargeback, and security issues. 
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myOneLogin is the complete cloud identity solution for businesses that rely 
on applications in the cloud.

One login.

Business users get one secure login to thousands of web applications, and 
you can easily add your own applications. No more juggling dozens of 
passwords and URLs – everything you need is in one place.

One enterprise identity.

Integrate myOneLogin with your LDAP or Active Directory to extend your 
enterprise identity to web applications. 
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We unveiled VMware vCloud Director, VMware vCloud Datacenter services, 
VMware vShield Suite, VMware vFabric, VMware View 4.5, VMware 
ThinApp 4.6 and previewed project Horizon. If you’d like more details on any 
of the VMware announcements, please visit the media resource center.
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Enables private and hybrid clouds

Gives customers the ability to build secure private clouds that dramatically 
increase datacenter efficiency and business agility. Coupled with VMware 
vSphereÔ, the foundation for cloud computing architectures, VMware 
vCloud Director the way IT delivers and manages infrastructure services and 
the way users access and consume these services by pooling virtual 
infrastructure resources and delivering them to users as a catalog-based 
service
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Enables private and hybrid clouds

Gives customers the ability to build secure private clouds that dramatically 
increase datacenter efficiency and business agility. Coupled with VMware 
vSphereÔ, the foundation for cloud computing architectures, VMware 
vCloud Director the way IT delivers and manages infrastructure services and 
the way users access and consume these services by pooling virtual 
infrastructure resources and delivering them to users as a catalog-based 
service

Optimize not only how IT is delivered and managed, but also how it is 
consumed
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Enables private and hybrid clouds

Gives customers the ability to build secure private clouds that dramatically 
increase datacenter efficiency and business agility. Coupled with VMware 
vSphereÔ, the foundation for cloud computing architectures, VMware 
vCloud Director the way IT delivers and manages infrastructure services and 
the way users access and consume these services by pooling virtual 
infrastructure resources and delivering them to users as a catalog-based 
service
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VMware is introducing the vShield family of products at VMworld. 2010.

vShield solutions secure the edge of the virtual datacenter, protect virtualized 
application deployments from network-based threats, and streamline antivirus 
protection for all VMs by offloading AV processing to dedicated security VMs.

vShield Edge protects the perimeter of a virtual data center, and provides services 
such as DHCP (Dynamic Host Config Protocol), NAT (Network Address 
Translation), Firewall, VPN and Web Load Balancing.

vShield App protects application deployments from network based threats. It allows 
for flexible and elastic groupings of VMs based on business needs such as PCI, 
HIPAA, DMZ deployments.  vShield App extends the basic vShield Zones capability 
that is included as part of vSphere advanced onward SKUs, by adding flexible VM 
grouping by user defined policies and supporting  vCenter container based policies.

vShield Endpoint enables efficient, offloaded AV processing. Partners such as 
Trend Micro, Symantec and McAfee will ship the security virtual machines that 
integrate with vShield Endpoint for offloaded AV processing. 
vShield Manager is the centralized deployment, management, reporting, logging, 
tracking and integration (REST based APIs) for all vShield products.
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So what is vshield edge and how is it LIKE what you’ve already seen in the physical data center? The 
solution provides a virtual appliance with the following capabilities:solution provides a virtual appliance with the following capabilities:
DHCP – to automate IP address assignment to virtual machines in the vDC
NAT – network address translation to mask private IP addresses in the vDC when they send traffic to 
untrusted networks
Firewall – inbound and outbound connection control based on source/destination IP address and 
application port
Site to site VPN: to encrypt traffic between vDCs to allow for confidentiality between organizations or 
partner extranets
Web load balancer – actually load balancing based on IP address but in practice, since over 70% of 
server virtualization is for the web tier, organizations use load balancing for HTTP/S traffic

And for each vSphere host, the virtual network can be carved up just as a physical network can be 
carved up using VLANs. This “Network Isolation” keeps traffic within the organization contained within 
a single port group.

But while there are similarities with security in the physical world, there are key differences – and 
benefits – to vshield Edge over the alternatives:
1. No additional hardware: the virtual appliance with all the aforementioned edge features is 
provisioned using existing vsphere resources
2. No complicated VLAN rules: network isolation is enforced at the hypervisor layer, not requiring 
VLAN-enabled switches
3. Rapid and scalable provisioning: each ‘tenant’ gets their edge security virtually on-demand, rather 
than through some complicated change management process which would require budget and rack 
space for new edge security hardware
4. Centralized management and logging: with traditional security, each point solution would require its 
own management interface and logging infrastructure. With vShield, all policy management is done 
from one interface and logs written in syslog format to a single location. Demonstrating compliance is 
a breeze.
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vShield App picks up where vShield Edge leaves off – the interior of the 
vDC. Since edge security cannot completely lock down all 
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Trend will provide the solution on 9/8
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VMware Resource Management
July 2008

Application Discovery Manager - Overview

Application Discovery Manager capabilities can be summarized in four categories:

1. Passive discovery of your application infrastructure

2. Active high-definition discovery of hardware and software configuration details

3. Discovery analytics to visualize, analyze, and report on the collected data

30

The hybrid discovery methodology of ADM intelligently combines 3 forms of discovery: passive 
network observations, active remote queries, and discovery analytics to result in discovery that 
is far less intrusive than competitive solutions. This discovery is completely agentless, so no 
additional software components need be distributed.

Passive

Application Discovery Manager passive discovery can identify application infrastructure such as 
servers and application components, and services like application (e.g., Web Logic) and 
database (e.g., Oracle) servers, host and application usage based on sampled network activity 
to those hosts, and component dependencies based on these application connections (e.g.,
MQSeries, SOAP, CitrixICA, JBoss RMI, DB2, SQL).

Active

To complement passive discovery, Application Discovery Manager also utilizes an active 
discovery capability that collects high-definition details such as CPU, memory, operating 
system, and processor; installed software on the system (e.g., MySQL server, Tomcat, Web 
Logic, Samba, Python, Checkpoint VPN, Java 2 SDK); deeper software and hardware 
configuration details (e.g., installed path, vendor, version, database instances, configuration 
files and contents, URLs, changes); and software dependencies (e.g., deployed-on, runs-on, 
virtualized-on relationships).

Analytics

Finally, after the passive and active discovery configuration items are stored in Application 
Discovery Manager’s database, there are several forms of discovery analytics available to slice 



Title

Month Year

With ADM’s ability to discover tiered applications you can gain confidence in 
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your ability to see all layers of a distributed application, continuously monitor 
them for configuration compliance with best practices, and ensure a smooth 
restart after a migration or site fail-over.  ADM discovers many different types 
of dependencies – including dependencies between applications residing on 
the same or different ESX Servers.  It can even discover dependencies 
between VMs that are managed by different vCenter Servers.



Title
Month Year

ADM discovers VMWare Environments
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Note: This is a deep dive VM slide.  You can use it  if you are getting 
questions about the specific of what we do in a VM environment.

ADM discovers VMs, ESX servers, dependencies, confi guration details
• Relate individual parts of a VM infrastructure to the different application services / components

• VMs defined on each ESX including detailed configuration for each VM

• Display in maps

• Dependency between the virtual environment and the virtualized environment

• Dependencies (ESX -> Virtual Center, VM -> ESX, VM -> VM)

• VMs, ESX servers, Virtual Center, configuration files

Active Discovery - SSH & SNMP against ESX discovers the following 
for each VM

• Name, OS details, MAC addresses, Physical memory, State

• UUID (SSH only), Configuration file (SSH only), ESX license (SSH only)

VI-SDK allows clients to access the Virtual Center/ ESXs, retrieve 
information and perform actions on the Virtual Infr astructure.  

• Using VI-SDK against the Virtual Center and ESX Servers to obtain consolidated view of 
Virtual Infrastructure environment All the ESXs (including operating system details, network 
interfaces, processors, memory)

• All the virtual machines under each ESX (for each VM: operating system details, vm name, 
UUID, memory size, network interfaces, processors, physical drives, state, …)

• Documented dependency between each ESX and the Virtual Center.



ADM Discovery Dashboard

Note to Presenter : Hide if doing a demo

This slide shows us the Dashboard of ADM, the first screen we are shown 
when we login.  Here we get a birds-eye view of the activities and states of 
our environment as it relates to the applications.

• Discovered OS

• Discovered Services

• Summary of what types of objects have been discovered

• Change window showing what changes have been flagged (configurable)
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ADM Detailed Discovery Dashboard

Note to Presenter : Hide if doing a demo

The Detailed Discovery Dashboard shows us all the general information 
regarding our detailed discovery environment.  

• The chart at top left shows us how many hosts we have successfully, partially, and failed to run 
a policy against.  

• To it’s right, we see a bar chart with a bit more detail, outlining some specifics, especially in 
regards to the failed attempts.

• In the middle panes, we see on the left our list of Collectors, and their state as well as uptime.  
To the right, we have a list of the policies that are active, and at what rate they are performing 
discovery.  

• The bottom pane shows us our individual policies, and gives us a detailed breakdown 
regarding their success and failures.



ADM Inventory Screen

Note to Presenter : Hide if doing a demo

The Inventory screen allows us to now see much more detailed information 
about what hosts have been discovered.  It also allows us to filter our view 
based on Groups (in the Navigation column on the left).

Additionally, we can select individual hosts, and perform many actions, such 
as finding all the dependencies of a particular host, or show a group of hosts 
in the map.  From here we can directly click on a host, and bring that host 
more into focus as shown in the Detailed Properties on the next slide.



ADM Host Detailed Properties

Note to Presenter : Hide if doing a demo

Here we have a focused view of a single host.  In this case, this host is a 
container for a number of other virtual hosts, as is noted not only in the 
name (“Virtual Container”), but also because we see that in the tabs list we 
have a tab labeled “Virtual Machines”.  

This tab, if selected, will show us all the Virtual Machines hosted here, and 
allow us to further drill down into them for more detailed information.

Similarly, in this screen we can expand the nodes that we see here and view 
information regarding the host environment and its related elements.



Yet another powerful capability of ADM is its ability to easily compare the 
configuration of two entities, such as an Oracle server and a staging server, each 
with the same application running on them. For planning and migrating to VMware 
environments this can be used to ensure that after the transition is made, the 
application will continue to run as expected and service levels will be maintained, 
simply by comparing the configuration differences of the two hosts.



� Deep Collection and Visibility

• Scalable, secure data collection, track changes to them automatically• Scalable, secure data collection, track changes to them automatically

� Compliance Policy Intelligence

• Ensure compliance with various industry and regulatory standards and requirements on a continuous basis

� Remediation and Patch Management

• Detect and fix configuration problems and security vulnerabilities automatically across multiple systems

� Server Provisioning and Application Stack Deploymen t

• Provision Linux, Windows and ESX images and optimized JeOS-based application stacks

� Multiplatform Support

• Support physical & virtual, Windows desktops and servers, UNIX and Linux servers, and vSphere

Automation: vCM will help you increase the number of systems under management. It will also let you control cost and increase availability of trained systems administrators. Being able to understand and prioritize who needs to 
do what, leaving mundane tasks to less skilled admins, will help you and your organization deliver against set targets. vCM automatically tracks more than 80,000 configuration variables and detects changes to these values.

Regulatory Compliance / Best Practices: vCM compares changes to policies to determine a violation, providing deep compliance capabilities.  With vCM users can enable best practices and track adherence to corporate, 
industry and regulatory best practices and  mandates . Customers have access to a wide variety of  compliance related content to meet both general purposes and industry  specific needs such as:

Regulatory and industry: SOX, PCI, HIPPA Basel II, NERC/FERC, DISA/NIST
Security and Pest Practices : CIS , Vendor specific e.g. Microsoft and VMware hardening guides

Detect violations and remediate: vCM tracks more than 80,000 configuration variables and when change is needed, as it always is, vCM enables you to effectuate this by a “Right Click Fix”, which can be either immediate or 
scheduled, for a single system, machine group or for the complete data center. Furthermore, for every change completed (through vCM), vCM will keep an audit trail as well as the capability to roll back any unwanted or 
unapproved changes. 

Provisioning and Deployment

vCM’s application stack management capabilities allow users to:

• Build, optimize, manage & deploy server software in physical, virtual & cloud infrastructures 

• OS-level application dependencies identified automatically

• ‘Just enough operating system’ (JeOS) calculated in seconds

• Bare metal provisioning

• Application updates and deployments
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VCM Summary Report - vCenter, Data Center, Cluster
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vCM Summary Report - Host (ESX, ESXi)
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vCM Summary Report - VM 
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Click on the Vital/Critical chart icon

Group by Suggested Patch

Open up some of the patches

Right Click

Deploy Patches

Reboot Machines

Review the Patch Details

NOTE: You can chose a number of patches you want to deploy 
together 

NOTE: you have complete control over the order patches are 
installed, when to reboot, where to get the patch files from, when to 
push the patch files to the systems, etc.
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FIPS Certification is submitted for PCoIP
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Eligibility: This program is available through the Web, Two Tier Only (disti to 
reseller); no OEM; Only three (3) orders per customer will qualify for the 
promotion.  Promo applies to Commercial, Academic and Federal 
Customers.
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Eligibility: This program is available through the Web, Two Tier Only (disti to 
reseller); no OEM; Only three (3) orders per customer will qualify for the 
promotion.  Promo applies to Commercial, Academic and Federal 
Customers.
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Availability: Worldwide, through channel and OEM partners, and ELAs

Restrictions:  Limited to bundles only.  Add-ons and upgrades do not apply.  
Gov’t and Academic SKUs do not qualify

Eligible SKUs:   The View bundle is limited to orders of View Premier 
Commercial Bundles (starter kit, 10 pack, 100 pack).
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Organizations who upgrade to vSphere Enterprise Plus will get even more.  
Between September 1, 2010 through December 15, 2010, companies who 
upgrade to Enterprise Plus will not only receive 15 VMs of CapacityIQ, but 
they will also receive 50 licenses of VMware View Premier to transform their 
desktop environment and access to Novell SUSE Linux Enterprise Server for 
VMware – an enterprise ready, fully-supported Linux platform for 
virtualization.

Eligibility: This program is available through the Web, Two Tier Only (disti to 
reseller); no OEM
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The Campus-wide Agreement allows all full time enrolled (FTE) students (K-
12, and higher education) to qualify for View Premier licenses at $50 per 
seat (before partner mark-ups). All of a campus’ FTE students need to be 
included as part of this deal and the total number of licenses required for the 
campus will be calculated using the total FTE population * the required 
concurrent connection rate. Campuses are required to sign up for a 
minimum of 1000 licenses in North America and 500 for all other regions.
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Terms and Conditions
·    A minimum of 25 licenses for virtual machines of VMware vCloud Director and 
VMware vCenter Chargeback must be purchased for eligibility.   Promotion applies 
to each 25 pack purchased and must include both products. There is no limit to the 
number of 25 packs purchased under this promotion.
·    VMware vCloud Director includes vShield Edge for VMware vCloud Director.  
Future “add-on” modules for VMware vCloud Director are considered optional and 
additional pricing may apply.
·    This promotion is available to all customers who purchase from a VMware 
authorized reselling partner, from the VMware website or directly from VMware. 
Exceptions:

1.      This promotion is not available for OEM partners ordering directly from 
VMware. Check with your VMware authorized reselling partner for promotion 
eligibility.  

2.      This promotion is not available to service providers.  Please refer to the 
VMware Service Provider Program 
<http://www.vmware.com/partners/programs/service-provider/>  for pricing details.
·    Prices may vary by regions and resellers.
·    Support and Subscription (SnS) is required and sold separately.  One year of 
SnS is required with purchase.
·    Promotion is not valid through the VMware volume purchasing program (VPP) 
but VPP points may apply.
·    VMware reserves the right to change or cancel this promotion at any time.
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